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Agenda

« What is MBSE?

Can | use a whiteboard to hunt threats?

Security analysis and modeling throughout the lifecycle
Threat Modeling with MBSE
PAACT-BUS Step by Step
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What is MBSE?

Model-based systems engineering (MBSE) is a formalized methodology that is

used to support the requirements, design, analysis, verification, and validation
associated with the development of complex systems.

MBSE is:

» Standard modeling language AND
» Digital modeling environment AND
» Modified SE processes AND

» Models built for a purpose AND

> Portfolio of executable models AND
> ..

MBSE is NOT:

» About diagrams
» ONLY about modeling tools

» ONLY a modeling language (UML, SysML,
UAFML, ...)

» JUST an enhanced traditional System
Engineering

» An aid for a document-based process

It's NOT a quick fix! But it can become a game changer, ifimplemented right ...
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https://en.wikipedia.org/wiki/Model-based_systems_engineering
https://en.wikipedia.org/wiki/Model-based_systems_engineering
https://en.wikipedia.org/wiki/Model-based_systems_engineering

Is Diagram Enough?

| need to
perform analysis

Let’s communicate
technical details

| have an idea!

‘ 5;: ' Enterprise Am‘hilzds
Proactive Architectural Analysis of Cybersecurity Threats Advancing Software for National Security [DISTRIBUTION STATEMENT A] Approved for public

© 2025 Carnegie Mellon University release and unlimited distribution.



System Size and Complexity

Beyond a certain number of system
components, the ability to manage the
interfaces connections and data flows

necessitates a

model.
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What is MBSE Model?

Modeling Language Digital Modeling

Environment

Architecture/Design
Executability Processes

MBSE Model

-_
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Threat Modeling Process As Part of Security Analysis

1. What are we building? - System model

2. What can go wrong? - Threat scenarios
3. What should we do about these wrongs? —> Security controls
4. Did we do a good enough job of analysis? - Analyze the model

Proactive Architectural Analysis of Cybersecuri ty Threats Advancing Software for National Security [DISTRIBUTION STATEMENT A] Approved for public
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PAACT-BUS: Proactive Architectural Analysis of
Cybersecurity Threats - Based on UAF and STRIDE

PAACT-BUS is a comprehensive methodology that integrates a widely adopted architectural
framework with a mature threat modeling method to effectively identify, contextualize,
analyze, and mitigate cybersecurity threats in software-intensive systems.

By focusing on high-level architectures and threat modeling early in the system
development lifecycle, PAACT-BUS ensures that potential vulnerabilities are addressed
before specific technologies are finalized. The methodology utilizes the Unified
Architecture Framework (UAF) to guide system modeling, with a particular emphasis on
Connectivity, Processes, and Interaction Scenario model kinds.

PAACT-BUS incorporates the STRIDE threat identification taxonomy, which categorizes
threat impacts on data stores and flows, allowing for adaptable threat modeling at various
levels of abstraction.
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Unified Architecture Framework (UAF)

UAF is an Object Management Group (OMG) standard
that assists in development of architectural
descriptions in commercial industry firms, federal
government agencies and defense organizations. UAF
has a variety of use cases from Enterprise and Mission
architecting, to System of Systems (SoS) and Cyber-
physical Systems engineering. UAF is based on various
modeling languages and frameworks:

- UML, SysML
- DODAF, MoDAF, NAF

Proactive Architectural Analysis of Cybersecuri ty Threats Advancing Software for National Security
© 2025 Carnegie Mellon University

More than just a set of
diagrams!

-  UAF Modeling Language
- Multiple model kinds

- Multiple viewpoints
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STRIDE(S)

STRIDE is a very mature threat hunting method.

Invented by Loren Kohnfelder and Praerit Garg in 1999

and adopted by Microsoft in 2002, STRIDE has evolved

over time to include new variants STRIDE-per-Element

and STRIDE-per-Interaction. The STRIDE mnemonic

expands to:

- Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of privilege

STRIDES extends the STRIDE method with another
category of threat: Scarcity of process.

Proactive Architectural Analysis of Cybersecuri ty Threats Advancing Software for National Security
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More than just a mnemonic!

- Guidance on required system
design information

- Process for modeling per
element or per interaction
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Threat Modeling Methods and System Maturity
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PAACT-BUS Step 1: Model the System

« Determine the scope of the system to be examined
* Prepare the needed UAF model views:

« Operational Taxonomy (Op-Tx) - Operational Performer structure
« Operational Connectivity (Op-Cn) - Data and information flows

« Operational Processes (Op-Pr) - Interactions between performers
« Personal Taxonomy (Pr-Tx) - Threat actors, insiders

Proactive Architectural Analysis of Cybersecuri ty Threats Advancing Software for National Security [DISTRIBUTION STATEMENT A] Approved for public
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PAACT-BUS Step 2: Apply STRIDES, generate scenarios

« Consider how each threat category could impact the different model elements
and modeled interactions

« Per Element > Operational Taxonomy and Connectivity
« Per Interaction - Operational Connectivity and Processes
« Capture the threats in a standard format

« An [ACTOR] performs an [ACTION] to [ATTACK] an [ASSET] to achieve an
[EFFECT] and/or [OBJECTIVE].

Example: An APT performs a Denial of Service to disrupt the SIEM and insert
malware during the outage.
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PAACT-BUS Step 3: Generate Sc-Tx Views

<<Qperational Activity>>
Aggregate, Store and
Report on Product -
Collected d <<Observes>> ::c:’liit::l Role>>
<<requirement>> _ <<trace>> Monitoring, Planning h Archictect
Req 1 « and Feedback Data
Id="1" Id = "P2-15" <<lIsCa <<OperationalPerf >>
q pableToPerform>> perationalPerformer:
Text = isClosed = false < Monitoring Domain | ¢
processType = none
<<Enhances>> 4
<<Affects>>
<<SecurityControl>>
Mitigation Strategy 1
<<Risk>>
Id =*3" <<Compromises>> D|srupt Plannlng <<Affects>> <<0OwnsRisk>>
Text="" Integrity
<<Mitigates>>
| <<Threat>>
» Id = 2 Disrupted Monitoring
Effect = “MONITORING: falsified data injected/
<<Post>> <<Causes>> spoofing, tampering, integrity, injects falsified
<<Threat Actor>> | data into the monitoring system to disrupt”
Advanced Persistent Threat Id="2"
Text = “A threat actor spoofs a legitimate account
<<Post>> (user or service) and injects falsified data into the
<<Threat Actor>> <<Causes>> )| monitoring system to disrupt operations, create |
Insider Threat a diversion, or mask the attack.”
<<Affects>> <<Affects>>
<<System>> <<Operationalinformation>>
Insider Threat Business Needs
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Threat Modeling Profile
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PAACT-BUS Step 4: Substantiate the threat model

« Use community driven sources to help
identify how a threat actor realizes a
given threat scenario and how to
mitigate it.

« Example sources of threat TTPs:

« ATT&CK
« CAPEC
« SPARTA

- Examples of security control sources:
D3FEND
NIST 800-53

Proactive Architectural Analysis of Cybersecurity Threats
© 2025 Carnegie Mellon University

<<RealizesAtrack>>

<<Threat>>
Id = 2 Disrupted Monitoring

Effect = "MONITORING: falsified data
injected/spoofing, tampering, integrity, injects
falsified data into the monitoring system to
disrupt”

Id ="
Text = "A threat actor spoofs a legitimate account

- | (UST OF service) and injects falsified data into the | ¢————————

monitoring system to disrupt operations, create
adiversion, or mask the attack.”

’

<<RealizesAttack>>

<<RealizesAttack>>

<<Attacks>
Traffic Injection

<<Attack>>
Argument Injection

Abstraction = Meta

Abstraction = Standard

Id = 594"

Link = “https://capec.mitre.org/data/definitions/594.htm|*
Text = “An abstract injects traffic into the target's

network connection. The adversary is therefore able to
degrade or disrupt the connection, and patentially

Id ="6"
Linl
Text = “An attacker changes the behavior or state of a
targeted application through injecting data or command
syntax through the targets use of non-validated and

modify the content.”

filtered arguments of d services or hods.”

<<Attack>>
Fake the Source of Data

Abstraction = Standard

Id ="194"

Link = “https://capec.mitre.org/data/definitions/1 94.html
Text = “An adversary takes advantage of improper
authentication to provide data or services under a
falsified identity. The purpose of using the falsified
identity may be to prevent traceability of the provided
data or to assume the rights granted to another
individual. One of the simplest forms of this attack would
be the creation of an email message with a modified
"From" field in order to appear that the message was sent
from someone other than the actual sender. The root of
the attack (in this case the email system) fails to properly
authenticate the source and this results in the reader
incorrectly performing the instructed action. Results of
the attack vary depending on the details of the attack, but
common results include privilege escalation, obfuscation
of other attacks, and data corruption/manipulation.”

Advancing Software for National Security
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PAACT-BUS Step 5: Analyze the threat model
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2<* P2-1 Plan Product 32
= ¥ P2-1-1 Plan for Security Assurance 2 2 111 1 11
" 2 Design Preduct 3 52 22 5 2
‘4t 5 C*P2-1-3 Plan for Measurement 1 5 5 1 1 5
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¥ P2-1-6 Plan for Configuration Management 19 10 ) p v b Pl 2
{2 P2-1-7 Plan Backlog and Tasks 17 17 Vavavs AP 7 7
. . 1 {* P22 Develop Product 84
« Broadly applicable security controls gr i g ia i ’
{*P2-2-2 Plan and Detail Design Unit of Work 53
2 Write Code 9 s 7 v
2 5 Write Dev Tests 11 8 7 Va
Review Code and Artifacts 17 14 7 Ve 27 Va 7 Va
7 Execute Dev Tests 1 1 11 1 1 1
Store and Manage Collected Monitoring Data 1812 A7
P2 Release Code for Validation 10 6 Ve v
= {* P2-4 Validate Product 24 10 v v A7 e v e
" 1 Perform Static Analysis 1 1 1 1 1 1
. # P2-4-2 Build and Package Code
{2 P2-4-3 Deliver to Testing/Staging Environments 1..n (9 |8 2 y
&P Perform Dynamic Analysis 2711 2 Va avd Va 7 7
{#P2-4-5 Deliver to Production 18 9 7 b
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« Svstem definition increases T e o s vt enrs [ S ————
{#P2-9 Provide Feedback 2120 272 APAP22A22 27 2 2
{* P2-10 Perform Quality Assurance 18 10 A7 A7 Va 7 7
{2 P2-11 Perform Data Analysis 75
. {* P2-12 Monitor Development and Test Environment 20 9 a
° Arc h Ite Ctu re C h a nges 49211 perform Configuraton anagement 211 s s » ,
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« Threats change
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Summary

- MBSE is complex with a steep learning curve but can be a game changer
for not only systems engineers but specialty engineering disciplines

- Sufficiently large systems require a model to accurately analyze and
reason about

« Integrating threat modeling with a system model has major benefits

« Threat modeling should not be relegated to just a few experts alone with
a whiteboard making unsubstantiated claims

Proactive Architectural Analysis of Cybersecurity Threats Advancing Software for National Security [DISTRIBUTION STATEMENT A] Approved for public
© 2025 Carnegie Mellon University release and unlimited distribution.
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Resources

« https://www.sei.cmu.edu/blog/stop-imagining-threats-start-mitigating-them-a-

practical-guide-to-threat-modeling/
« https://www.sei.cmu.edu/library/model-your-way-to-better-cybersecurity/

« DevSecOps PIM: https://cmu-sei.github.io/DevSecOps-
Model/#Diagrams__52e7a16f-99¢9-418c-b225-b5f934cc58b9

Proactive Architectural Analysis of Cybersecurity Threats Advancing Software for National Security [DISTRIBUTION STATEMENT A] Approved for public
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